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Information Security 
Experience

• Founder - AdvisoRMS Inc.
• Vice-President, Advisory 

Security Consulting 
Services, Herjavec Group (8 
½ yrs)

• Lead Security, Privacy and 
Compliance @ Loblaw and 
Sobeys

• Financial Services Security 
@ BMO, TD and Central 
Guaranty Trust

• Previous IT Risk Consulting 
@  Price Waterhouse / 
PricewaterhouseCoopers (9 
½ yrs)

Teaching Experience

• P/T Professor at Conestoga 
since 2017 in Graduate 
Certificate program related 
to Information Security –
teach Information Security 
Management

• P/T Professor at Sheridan 
College for 10 years

Community 
Involvement

•Head 
Coach, 
Para Ice 
Hockey 
Teams



Corporate 
Summary 



“Stratejm is North America’s premier Next-Generation
Managed Detection and Response Provider; a One Stop
Cybersecurity Integrator. We’ve developed a capability
to orchestrate a security ecosystem that is composed of
previously siloed and disparate security products.”

- John B. Menezes, President & CEO
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• The Cybersecurity Mesh Architecture (CSMA) is a modern conceptual approach to security
architecture that enables the distributed enterprise to deploy and integrate security to assets,
whether they’re on premises, in data centers or in the cloud.

• Securing an organization requires an undertaking of many different practices.
• Implementing critical controls reduces the risk of cybersecurity incidents.
• Flow of information supports and facilitates cyber defense and response.



Connected 
Operating 

Environments
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Connected Environments
As critical infrastructure continues to incorporate cyber into 
physical systems and daily operations, the need for a 
comprehensive approach to enterprise security is growing.

• Cybersecurity is impacting all segments of society, IT and 
OT. Today’s threats target both physical and cyber assets. 

• The adoption and integration of Internet of Things (IoT) 
devices has led to an increasingly interconnected mesh of 
cyber-physical systems which expands the attack surface.

• A successful cyber or physical attack on connected 
industrial control systems (ICS) and networks can disrupt 
operations or even deny critical services to society. 

• Together, cyber and physical assets represent a significant 
amount of risk to physical security and cybersecurity—
each can be targeted, separately or simultaneously, to 
result in compromised systems and/or infrastructure. 
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The Numbers Are Growing
The number of active connected devices across the 
globe is estimated to exceed 40 billion by 2025.

• Organizations are integrating cyber into physical 
systems and emerging technologies into their 
operations. From artificial intelligence and machine 
learning to security cameras and smart phones, 
technology plays an integral role in business processes 
and delivery of goods and services. 

• Technology has cultivated interconnected cyber-physical 
ecosystems that expand an organization’s attack surface 
and blurs the once-clear lines between cybersecurity 
and physical security.

• This shows the need for organizations to inventory and 
understand how assets connect and interact across the 
enterprise and impact how they approach enterprise-
wide security.
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The Road Ahead –
Learn From the Past
• Today, a single vulnerability in a connected environment can 

disrupt an organization’s operations on a national or global 
scale, potentially impeding delivery of critical services. 

• In May 2021, Colonial Pipeline, the largest fuel pipeline in the 
U.S., suffered a ransomware attack that prompted the 
company to shut down critical fuel distribution that supplied 
nearly half of the gasoline used on the East Coast. This 
shutdown led to panic buying + temporarily elevated prices. 

• In June 2021, JBS, one of the world’s largest meat processors 
was compromised by ransomware targeting its servers 
causing the shutdown of U.S.-based processing centers. The 
disruption impacted approximately one-fifth of the nation’s 
meat supply. 

• In both instances, a cyber vulnerability was exploited, a 
network was compromised, and physical operations were 
disrupted resulting in a cyber-physical attack. These incidents 
exposed the dependent conditions between information 
assets and operational technology.



Cybersecurity 
Threats
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Command and Control 
• A command and control attack sees a hacker 

take over a computer in order to send 
commands or malware to other systems on 
the network. In some cases, the attacker 
moves laterally across the network to gather 
sensitive data. 

• A noted take down of a country’s power grid 
from a cyberattack happened on December 
23, 2015. At about 3:30 pm local time, a 
worker inside the Prykarpattyaoblenergo
control center saw his mouse’s cursor move 
across the screen. 

• The cursor floated toward the digital controls 
of the circuit breakers at a substation, and 
began taking them offline. 

• Almost 30 substations subsequently went 
down, and 230,000 residents were forced to 
spend a cold evening in the dark in Western 
Ukraine.
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IOT Threats
• There is projected to be 30 billion IOT 

Devices by 2030. These devices often lack 
security infrastructure, creating 
vulnerabilities in the network that grow the 
attack surface. 

• After a data leak exposed the personal 
information of over 3,000 users of Ring, a 
home security provider owned by Amazon, 
hackers took advantage of the leak and 
hijacked video doorbells and smart cameras 
in people’s homes. In a 2020 class action 
lawsuit, dozens of people say they were 
subjected to harassment, threats and 
blackmail through their Ring devices. 

• Ring has since introduced end-to-end video 
encryption to help protect against future 
hacks, but with the increasing ubiquity of IoT 
devices, this won’t be the last of these kinds 
of attacks.
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Phishing
A phishing attack tricks people into clicking on a malicious link, 
often driving them to a bogus site to provide personally 
identifiable information such as banking account numbers, credit 
card information or passwords. 
• Be wary — while these bogus sites may look convincing, 

attackers will harvest any information you submit to them, or 
they may launch malware aimed at stealing funds from your 
accounts.

• Infamous attack on Sony’s network, where hackers executed 
the attack by sending phishing emails requesting verification 
for Apple IDs to system engineers, network administrators and 
other unsuspecting employees with system credentials. 

• The attackers absconded with gigabytes worth of files, which 
included emails, financial reports and digital copies of recently 
released films. On top of that, the malicious actors then 
infused Sony’s workstation computers with malware that 
erased the machines’ hard drives. 

• A few weeks later, the FBI formally pointed to the North 
Korean government as the masterminds behind the attack.
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Ransomware
Ransomware is an attack where an infected host encrypts 
a victim’s data, holding it hostage until they pay the 
attacker a fee. 
• Recent ransomware attacks have demonstrated that hackers 

have begun threatening to leak or sell the stolen data, 
increasing the potential damage of these kinds of attacks by 
orders of magnitude. 

• Ransomware attacks affect companies, healthcare providers, 
government agencies and educational establishments, at a 
potential cost exceeding $7.5 billion.

• In the medical sector, the potential effects of these kinds of 
attacks include patients being redirected to other hospitals, 
medical records being made inaccessible (or permanently lost) 
and emergency dispatch centers relying on printed maps and 
paper logs to keep track of emergency responders in the field.

• In government, local 911 services can be disrupted. The effect 
of ransomware could be as devastating and costly as a natural 
disaster like Hurricane Fiona.
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Physical Security
Physical security refers to the protection of people, 
property, and physical assets from the risk of physical 
actions and events, such as fire, flood, natural disasters, 
burglary, theft, vandalism, and terrorism.
• In terms of cybersecurity, the purpose of physical security 

is to minimize this risk to information systems and 
information. 

• If an adversary has physical access to a space or 
network, all information systems and information are 
considered “fair game” and are vulnerable to compromise 
and theft. 

• During the storming of the US Capitol on January 6, 
2021, many individuals gained unauthorized physical 
access to the US government building, desks and private 
offices, devices, paper files, and more. 

• Digital government assets were left exposed and this 
serves as a reminder of the cybersecurity implications of 
any physical breach and reinforces the importance of 
physical security as part of cybersecurity best practices.
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OT Security
• While operational technology controls equipment, 

information technology (IT), controls data. 
• Operational technology systems are found across a large 

range of asset-intensive industries including 
manufacturing, oil and gas, electrical generation and 
distribution, transit and utilities. 

• Traditionally, OT cyber security was not necessary 
because OT systems were not connected to the internet.

• Industrial control systems are a main component of 
operational technology. The most common are 
supervisory control and data acquisition (SCADA) 
systems and distributed control systems.

• The rise of remote access to OT networks by third-party 
vendors further expands the attack surface and creates 
new vulnerabilities.

Operational technology (OT) is the 
use of hardware and software to 
monitor and control physical 
processes, devices, and 
infrastructure.
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Effective OT Security is Not Negotiable
• Operational technology is responsible for processes that if 

breached could impact outages of critical services that result in 
loss of life. 

• Emergency services, water treatment plants, traffic management, 
and other critical infrastructure rely on operational technology 
solutions to operate correctly. 

• Even a successful attack on OT organizations not responsible for 
critical infrastructure can cause dire consequences. For example, 
a food production facility could ship unsafe food if safety checks 
are removed by a hacker.

• While historically, cyber criminals have been primarily interested 
in stealing data, they are increasingly targeting OT networks as 
they recognize the potential for disruption due to inadequate OT 
security. 

• Fortinet State of Operational Technology Report discovered 
nearly 74% of OT organizations reported experiencing a malware 
intrusion in the past 12 months, causing damages to productivity, 
revenue, brand trust, intellectual property, and physical safety.
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Summary - We Are Not Alone
• While Colonial Pipeline and JBS were large-scale events, 

there are also examples of cyber-physical attacks that have 
occurred on a smaller scale with potentially life-threatening 
consequences. 

• In February 2021, a water treatment facility in Oldsmar, 
Fla., was targeted by cyber actors who accessed the 
facility’s supervisory control and data acquisition system 
and remotely altered chemical amounts in the water. Had 
an onsite employee not quickly identified and remedied the 
problem, the incident could have had serious impacts to the 
community.

• These cases highlight the complexities of the operating 
environment and have led some organizations to 
reconsider their approach to security. 

• Threats are targeting both cyber and physical assets and 
require a more holistic security approach to fully assess 
and mitigate the breadth of risks. 

• Help is out there…



Questions



Thank You.
www.stratejm.com
Robert.Steadman@Stratejm.Com


